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Privacy Policy

Personal Data
Whilst accessing personal therapy, you will inevitably share information which will be personal and sensitive. I may record some of this information and have a duty and obligation to process any information that I do record in a way which is secure, confidential and protects your privacy.

This information usually includes:
· Your name, date of birth, address, contact details
· Details of your professional network, such as GP and other relevant professionals
· Session date and times, attendance/non attendance
· Your personal history, current difficulties, symptoms and risk
· Other information shared in sessions relating to you or others that impact on you.

Lawful Basis for holding and using Client Information 
As a member of the British Psychological Society (BPS), and registered with the Health & Care Professions Council (HCPC), I abide by Code of Practice and Ethics required by these organisations. 

The lawful basis under which I hold and use your information is solely in the service of providing you the best possible psychological consultation and psychotherapy and to collect related payment. 
Your data will not be used for marketing or other purposes. It will not be shared with any third parties. In exceptional circumstances and in order to protect life or other circumstances stipulated by UK law, I may be required to pass your personal data to another person or organisation. 
I will retain your personal data only as long as necessary to offer you services or as required by statutory regulations. Your personal data we will be held in manner that minimizes risk of unauthorized access. Communication maybe printed and held securely or stored on computers used for business purposes. 
In order to protect your privacy, it is my policy to minimise the detail of any clinical notes I hold about therapeutic work. These notes serve as an aide-memoire supporting my work with you and to document management of risk. They do not represent an account of session content. 
Website Cookies and Online Services
Cookies
A cookie is a small text file, which often includes a unique identifier that is sent to your computer or mobile phone (referred to here as a "device") browser from a website's computer and is stored on your device's hard drive. There are various types of cookies which perform different functions. The information recorded by the cookie is retrieved on the user's next visit to the site. For more information about cookies, visit www.aboutcookies.org 

Most web browsers will accept cookies, but if you would rather that we did not collect data in this way you can choose to accept all or some or reject cookies in your browser's privacy settings. Rejecting all cookies means that certain features cannot then be provided to you and accordingly you may not be able to take full advantage of all the website's features. 

Online Contact Form
When you complete an online contact form, the information you provide is collected about you along with your internet protocol (IP) address. This is automatically supplied by the website software used to offer the form.  Web services used are GDPR compliant.

Online Services 
Remote services are offered via ZOOM which is both DGPR and HIPAA compliant. Although this offers the highest standard in security, no platform is completely immune from monitoring. 

When joining by computer or phone there is some device information which is collected for technical delivery purposes only. These include:
· Participant name (as entered by the participant when joining zoom)/ phone number 
· Device type e.g. Mac/ Windows, Public IP address 
· Location (20-mile radius), Network Type e.g. WIFI or wired
· Microphone type e.g. built in, Speaker type e.g. built in, Camera type
· Data Centre, Connection Time 
Information about ZOOM DGPR compliance can be found here: https://support.zoom.us/hc/en-us/articles/360000126326-Official-Statement-EU-GDPR-Compliance
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Below is an outline of how I store your data and the steps that I take to ensure that it is stored securely.

Session notes
Any notes that I write up are done so electronically and will be password protected. 

Text messages or phone calls  
All text messages and phone calls come through to my work phone which is secured with a pin code. I am the only person who holds this code. 

Emails
My email account requires a username and password.  I am the only person who holds these details. 
 
Email attachments: 
Any attachments sent by email containing your personal information will be password protected. 

Documents
Any documents that I send or receive which contain personal or sensitive information is password protected.

Storage
Any device used to process or save data will be password protected. Any data backed up onto a cloud will require a password to access.   

Payment
If you decide to pay electronically or by cheque, your details will appear on my bank statement. There may be circumstances when other appropriate professionals (such as bank personnel, accountant, mortgage broker etc.) may have sight of my bank statements. 

Retention
Any personal or sensitive data is retained for 7 years after the work has ended and then destroyed confidentially. 

Right to be Forgotten
Under the GDPR guidelines you can make a request in writing, for all your records to be destroyed. This is called the ‘right to be forgotten’. In some circumstances my insurance company’s legal team may need to approve this. 

Sharing Information 
Your information is shared in the following circumstances: 
· information about appointment attendance, treatment and progress is usually required when funding comes from your health insurance provider or through a health insurance policy. 

· Attendance, clinical information and progress is usually required in cases where treatment has been instructed and funded by a solicitor, a case management company or rehabilitation agency.
· On a need-to-know basis with another health provider, such as your GP, with your consent or where there is a legal duty, for example a Court Order.
· Information can be shared with appropriate professionals and services where there is a risk to you the client or someone else. Although efforts will be made to discuss this with you first, this is not always possible and can be done without your consent.
Supervision
As a chartered member of the BPS (British Psychological Society) and registered member of HCPC (Health and Care Professions Council) I follow best practice professional guidelines. This includes attending regular supervision with a professional who is more experienced. Any information about you that is shared in supervision, will be done confidentially. You will be referred to by your first name only. My supervisor will also have a duty to process this data confidentially.
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Psychological Services & Consultancy




